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1 BBEAEHUE K PABOYEW NPOrPAMME OUCLUMMNIIUHBI

1.1 Uenb aucuunnuHbl: Llenb M3yvyeHWss OaHHOW OMCUMMNIMHBI — O3HAKOMJIEHME C OpraHM3auMOHHbLIMMU,
TEXHWYECKMMW, U ApYIMMW MeTOAaMu U CpeAcTBaMu 3almTbl KOMMAbIOTEPHON WMHOpPMauMK, C 3aKOHOA4ATENbCTBOM WU
cTaHgapTamu B 3Tol 06nacTn,u3yyeHne MeTonoB 3aLnTbl UHpopMaLmu.

1.2 3apaum gUCLUUNNUHDI:

3agayen ulydeHus OUCLMMNIMHLI SBNASIETCA YCBOEHWE CTyAeHTaMn OCHOB MHAOpMaUMOHHOW 6e3onacHoOCT —
NCTOYHMKOB, PUCKOB 1 (hOPM aTak Ha MHOPMaLMIO . Y4alLmecs OOMKHbI YMETb onpeaensiTb Bpe4oHOCHbIE NporpaMmmbl 1
KOMMbIOTEPHbIE BUPYCLl. B nmpouecce n3yyeHus npeametra OHM NpuMobpeTarT 3HaHWMs B 00nacTM npaBoOBbIX OCHOB,
MONMUTUKN M CTaHOAapTOB WHGOPMAaLMOHHON 6Ge3onacHocTU. [poMcxoauT MX 3HAKOMCTBO C KpunTorpaduyeckumm
MogensaMKn, anroputMamu WKUAPOBaAHUSA, a C Takke aHTUBUPYCHOW 3aluTton U TpeboBaHMAMM K cucTemam
MHdopmaLmoHHoM 3awuTsl AC.

1.3 Tpe6oBaHusA k NpeaBapuTeNbHOM NOAroTOBKe 06y4aloLerocs:

MpepBapuTenbHas NOAroToBKa NpegnonaraeT co3gaHne OCHOBbI AN QOPMUPOBAHUSA KOMNETEHLMI, YKa3aHHbIX
B M. 2, NPU U3YYEHUN OUCLUUMIINH:

YyebHas npakTuka (npodunupytoLlas npakTuka)

MHdopmaTrka B 3agadax TEMNOIHEPTEeTUKN

MHopMaunoHHbIE TEXHONOIMK

MpaBoBeneHue

2 KOMMNETEHUMN OBYYAIOLWEIrocs, ®OPMUPYEMBbIE B PE3YJIbTATE OCBOEHUA OUCLIUMNIIUHBI

MK-5.1: Cnoco6eH BbINOMNHATL CreunanbHble pacyeTbl TEMSIOTEXHONIOTMYEeCKMX NPOLLEeCCOB NO TUMNOBbLIM
MeToAuKam

3HaTb: HOMEHKNATypy HOPMaTUBHbIX JOKYMEHTOB B 06nactu npodeccuoHanbHoW OeATENbHOCTU; OCHOBHbIE MOHATUS
MHOPMAaLIMOHHON 6Ee30MacHOCTU; OCHOBHbIE MPUHLMMBLI PYHKLMOHUMPOBAHMSA cucTeM 6e3onacHocTM B COBPEMEHHbIX
OMNepauMoHHbIX cucTeMax U 0boroykax; BO3MOXHOCTU NMPUMEHEHMS B paboTe COBPEMEHHbBIX CUCTEMHbIX MPOrpamMMHbIX
cpeacTs

YMeTb: aHanuavMpoBaTb MHGOPMALMOHHYO 6e30MacHOCTb  MHOrOMonb30BaTeNbCKMX  CUCTEM;  MONb30BaThbCS
nporpaMMHbIMU CPEACTBaMU, pPeanuayloLUMM OCHOBHbIE KpunTorpaduyeckne yHKUUU-CUCTEMbI NMYOMUYHbBIX KIHOYen,
UM POBYH NOANWCH, pa3deneHne 4ocTyna.

BnapeTb: coBpeMeHHOW TepMUHOMOrNen n meTogonoruen B obnactm nHpopmaumoHHon 6e3onacHocT




3 PE3YJIbTATbI OBYYEHUA NO AUCLUUMINHE

HaumeHoBaHve 1 cogepxaHune pasgernos,
TeM U y4eBHbIX 3aHATWIA

CewmecTp
(kypc gns 3A0)

KoHTakTHas

paboTta

Tlek.
(4achbl)

Mp.
(4achbl)

CP
(4achbl)

MHHOBaLU.

dopmbl
3aHATUN

dopma
TeKyLlero
KOHTpOns

Paspgen 1. BeegeHue B MH(MOPMALMOHHYIO
6e3onacHoCTb

Tema 1. OcHOBHble cocTaBnsoLue
MHopMaUnoHHON 6e3onacHoOCTH

M3yyeHune NCTovHMKOB, PUCKOB U hOPM aTak
Ha wHpopmaumo B WC, BpenoHOCHbIX
nporpaMmMm W  KOMMbIOTEPHbLIX  BUPYCOB.
CueHnapwuu peanu3auuu yrpos
MHOPMaLIMOHHOW ©e3onacHocTu.
BHyTpeHHVMe  yrpo3bl  MHAOPMALMOHHOM
6e3onacHocTn. BaxHoCcTb U  CNOXHOCTb
npobnem 3awwmTbl Hpopmauum B UC.

Tema 2. 3akoHogaTesnbHbIi  YPOBEHb
MHopmaLmnoHHoN 6e3onacHOCTH.

3akoHopaTenbHble M MpaBOBble OCHOBBI
3alMTbl  KOMMbIOTEPHOM  MHOpMauun
NHPOPMALMOHHBIX  TexHonorun.  O63op
POCCMINCKOro 3akoHopaTenbCcTBa B 0o6nactu
MHOPMaLIMOHHOW ©esonacHocTu.
Monutuka MHGOPMaLIMOHHON
GesonacHocTn. CopepaHne  OCHOBHbIX
AOKYMEHTOB npeanpusaTna no obecneyeHunto
3aLUMTbI KOMMbIOTEPHOW MHopMauun B IC

Paspgen 2. Kpuntorpadumyeckass 3awwmrta
MHpopmaumm

Tema 3. OcHoBHble NPUHLMMNbI
Kpuntorpaduyeckomn 3almtbl MHpopmaLmm

MoHatne  kpuntorpadum. TloHATMA O
CYMMETPUYHBbIX " aCMMMETPUYHBbIX
Kpuntocuctemax. [MoHATME KpunToaHanusa.
AnnapaTHO-NporpaMmHble
Kpuntorpaduyeckue cpeactsa  3awuThbl
nHdpopmaumm. Cnuctembl MASHTUDUKALUN 1
ayTeHTUduKaLmm nonb3oBaTenem.
CucTtemsbl WnpoBaHns AaHHbIX.

mn

nn




Tema 4. AcMMMeTpUYHbIE KPUNTOCUCTEMBI

KoHuenumns KpuNTOCUCTEMbI C  OTKPbITbIM
kntoyoM.  OpHoHanpaBneHHble  YHKUMU.
Kpuntocuctema wimcpoBaHmsa gaHHbix RSA.
Mpoueaypsbl LWncpoBaHns "
pacwundpoBaHMs B Kpuntocucteme RSA.
Be3onacHocTb " ObicTpooencTene
kpuntocuctembl RSA.  AyTeHTudmkaums
OaHHbIX U 3NeKTPOHHas LndpoBasi Noanmcb

Tema 5. CUMMETPUYHbIE KPUNTOCUCTEMBI

[MoHATME O CMMMETPUYHOW KpUMTOCUCTEME.
Wndpbl  nepectaHOBKW. Wndpytowme
Tabnuubl. Cuctema wudposaHua Llesaps.
Wndppbl cnoxHon 3ameHsbl. LnudpposaHue
MeToaoM raMmmmpoBaHus. Cranpapt
wmndpoBaHmsa gaHHbix DES.

Pazpen 3. 3awuTta wuHdopmaumm B
KOMMbIOTEPHbIX CETSIX

7,75

Tema 6. O6ecneyeHne 6e3onacHOCTH
cucTeM, BXOOALWMX B COCTaB rnobanbHbIX
KOMMbIOTEPHLIX CETEN.

MoHaTne wmexceteBoro akpaHa (firewall).
OKpaHbl MPUKNAgHOrO YPOBHS. 3KpaHbl C
nakeTHON dunbTpaumen. 'MbpugHble
mMexceTeBble  3KpaHbl. OpraHusaumsa w
aKcnnyaTaumsa BUPTyanbHbIX YacTHbIX ceTen
(VPN). Monb3osaTenbckune 1 y3nosbie VPN.
Cuctembl  nNpegoTBpalleHUss  BTOPXKEHUN
(IDS). Yanosble u ceTesble IDS.

Tema 7. Ob6ecneyeHne 6GesonacHoro
B3aMMOAEeNCTBUA B rnobanbHbIX
KOMMNbIOTEPHbIX CeTSAX

YnpaBsneHve knwo4Yamu K - ceptudumkauus
KIoYen. KoHuenuwus nosepus B
MHpopmaumnoHHon cucteme. Nepapxudeckas
Mogens  gosepud. CeTeBasas  MoAesnb
posepus. [lpoTokon KoHdmaeHumansHoro
obmeHa paHHbiMM SSL. O6ecnevyeHune
©e3onacHocTu ©ecnpoBoaHbIX ceTen.
ObecneyeHne 0e30NacHOCTM 3MEKTPOHHOM
noyThl.

nn

UTtoro B cemecTpe (Ha kypce ansa 3A0)

KoHcynbTauuun n npoMexyToyvHas
atTectauyus (3aver)

17

17

37,75

0,25

Bcero koHTakTHasa pa6orta u CP no
OUCLUUNIIMHE

34,25

37,75

4 KYPCOBOE NPOEKTUPOBAHUE

KypcoBoe npoekTupoBaHue y4eGHbIM NiaHoM He NPesyCcMOTPeHo




5. ®OHA OLIEHOYHbIX CPEACTB AN NPOBEAEHUSA NMPOMEXYTOYHOW ATTECTALMU

5.1 OnucaHue nokasarteneun, KPUTEPUEB U CUCTEMbI OLleHUBaHUSA pe3ysibTaTOB O0y4eHus
5.1.1 NokasaTtenun oueHUBaHUA

Ko,
A Moka3aTenu oueHnBaHNS pesynbTaToB 0byveHus
KOoMMeTeHuun cpeacTea

NmeeT GasoBble 3HaHMA 06 MCNOMb30BaHMU COBPEMEHHbLIX CPEACTB

3aLWmnTbl MHOPMaLUK Bonpoch!

cobecenoBaHus.
[leMOHCTpMpYeT HaBblkM MPUMEHEHWSI COBPEMEHHbLIX aHTUBUPYCHbIX

MK-5.1
CpefcTB M MeToAO0B KpunTorpadun Ans 3almTbl UHGopMaLum

. 3afaHus.
CB060OHO OpUEHTUPYETCA B COBPEMEHHON TEPMUHOSOIMM B obnacTtu

MHdopMaLMOHHOM 6e30MacHOCTH

5.1.2 Cuctema v Kputepum oLeHMBaHUA

Kputepum oueHnBaHnsa cpopMmMpoBaHHOCTM KOMMETEHLNIA

HanmeHoBaHme oueHO4YHOro

MpakKTKO-OpUEHTUPOBaHHbIE

LLikana oueHnBaHus
YcTHOe cobecenoBaHue MucbmeHHasn paboTa

OOyuatowmiics TBepao 3HaeT martepwuan,
rPaMOTHO U MO CYLLECTBY M3naraeT ero, He
[JOMycKaeT CYyLeCTBEHHbIX HETOYHOCTEN B
OTBETe Ha BOMpPOChI, CNOCOBEH NpaBUSbHO
NPUMEHNTb OCHOBHbIE MeToabl n
WHCTPYMEHTbI MPU PELUEHUN MPaKTUYECKU
3agau, Bnageert HeobxoanmbIMK
HaBblkaMy U MPUEMaMU X BbINOSTHEHMS

3ayTeHo

OO6yyatowmica 3HaeT MaTepuan He B
NonHoM oObEme, Unn e BooOLLLe ero He
3HaeT. M3noxeHne matepuana ctpagaet
OT HEerpamoTHOCTM U OT OOBACHEHUSN
MEnKMX AeTanen BOnpoca, He nokasbiBas
otBeT no cywectsy. OG6yvatowmiics
He 3auteHo JonyckaeT CyLleCTBEHHblE HETOYHOCTU B
OoTBETE Ha BOMPOCHI, He crnocobeH
NPaBUIbHO NPUMEHUTL OCHOBHbIE METObI
n WHCTPYMEHTbI npu peLueHum
npakTu4yecknux 3agay, abCcomTHO He
Bnageet HeobxoaMMbIMU HaBblkamMu  ©
npueMamuy Ux BbINOMHEHUS.

5.2 TunoBble KOHTPONbHbIE 3a4aHUs MU UHble MaTepuanbl, Heo6xoAUMbIE ANt OLeHKWU 3HaHUWA, YMEHUH,
HaBbLIKOB U (MNK) onbiTa AeATENbHOCTU
5.2.1 NepeyeHb KOHTPOSNbHbLIX BONPOCOB

Ne n/n | dopMynnpoBKM BONpPOCOB

Cemectp 5

OpraHusauus KoHUaeHLManLHoro AenonponsBoacTea.

Komnnekc OpraHn3aunMoHHO-TEXHUYECKUX MepOI'IpVIﬂTVIVI no obecneyveHmnio 3amThbl VIHd)OpMaLI,VIVI.

NHkeHepHO-TexHMYeckoe obecneyeHne KomnboTepHoi 6e3onacHocTy.

Bawwrta nHcopmauum B IHTepHeTe

3awmTa ot KOMMbOTEPHbLIX BUPYCOB.

MonynsipHble aHTUBMPYCHbIE NPOrpamMbl ¥ UX Knaccudmkaums.

OpraHmaau,vm CUCTEMBbI 3aLUNTbI I/IHqDOpMaLlI/IVI 3KOHOMMYECKNX OOBEKTOB.

KpunTtorpaduyeckme meToabl 3aLmnThl MHGOPMaLWMN.

Ol |N|[O|O|R|WIN]|F

OT1ansl NOCTPOEHUA CUCTEMbI 3aLLUNTDI MH(bOpMaLI,VIVI.

10 Mporpecc MHAOPMaLMOHHbBIX TEXHOMOIMMIA U HEOOX0ANMMOCTbL 0becneveHnst HPOPMaLNOHHON 6Ge30MacHOCTM!.
11 OCHOBHbIE NOHATUSA NHPOPMAaLMOHHOW 6e30NacHOCTK.

12 CucTtema 3awwmTbl MHpopMaLUMKM 1 ee CTPYKTypa

13 MHdopmaums kak ToBap M 06bEKT 6e30MacHOCTM.

14 MpodeccroHanbHble TanHbl, X BUAbl. OBbEKTb KOMMEPYECKON TalHbl Ha NPeanpuUaATUM.

15 lMepcoHanbHble JaHHble U UX 3aLuTa.




16  [MHdopmaumoHHbIe yrposbl, UX BUAbl U NPUYNHBI BO3HUKHOBEHWS.

17  |CnocoGbl BO3AENCTBUSA MH(OPMALMOHHBIX Yrpo3 Ha OGBEKTHI.

18 |BHelwHue 1 BHyTpeHHUE Cy6beKTbl MHPOPMALIMOHHBIX Yrpos.

19 BpenoHocHble nporpammbl, Ux BUabI.

20 McTopmsa KOMMbIOTEPHBIX BUPYCOB U COBPEMEHHOCTb.

21 Monutnka 6e3onacHOCTM 1 ee NPUHLUNGI.

22 dparmeHTapHbIA U CUCTEMHBIV NOAXOA K 3awuTe uHdopmMaumm

23 MeToapl 1 cpeacTaa 3awuTbl MHOPMaLIMK.

24 OpraHusaumoHHoe obecneyeHne MHopMaLMoHHOM 6e3onacHoCTu

5.2.2 TunoBble TeCTOBbIE 3aaHnA

He npeaycmoTpeHo
5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBaHHbIE 3afaHuA (3agaym, Kenchbl)

1. Paspabotatb B coBpemMeHHON cpene OOBLEKTHO-OPUEHTUPOBAHHOIO MPOrpaMMUPOBaHNUA MPUNOXEHUE,
peanusyiowee wndp Liesaps

2. Ncnonb3ys wudp BwxkeHepa, 3awudpoBaTb dpady "snekTtpoHHas uudposas nognuce". B kadectsBe
KMOYEBOro CrioBa 1CMnonb30oBaTh CBOE NOSIHOE UMS

5.3 MeToanyeckue maTepuansl, onpeaensiowme npoueaypbl OleHUBaHUA 3HaHUWA, YMEHUI, BNafAeHU (HaBbIKOB
M (MNKn) NpaKTMYeCKOro onbiTa AeATENbHOCTH)

5.3.1 YcnoBusa gonycka o6y4atoLierocsi K NpoMexyTo4yHOM aTTecTauMm U NopaAoK NMMKBUAALUUN aKafeMUYecKomn
3a/10/KEHHOCTHN

lMpoBedeHne NPOMEXYTOYHOW aTTecTauun perfameHTMpPOBaHO JloKanbHbIM HOpMaTMBHbIM aktom CI6ryrTa
«lMonoxeHne 0 NpoBeAEHNM TEKYLLLEro KOHTPOSA YCNEBAaEMOCTU U NMPOMEXYTOYHOM aTTecTaumm obyyatoLwmnxcay

5.3.2 ®opma npoBeaeHusi NPOMeXyTOYHOM aTTecTauMm Nno AucUuninHe

YcTHas X MuceMeHHas KomnbloTepHoe TecTupoBaHue UHas

5.3.3 Oco6eHHOCTU NpoBeaAeHUA NPOMEXYTOYHOM aTTecTauum nNo AMCLUNNINHEe

Bpems Ha nogroToBky K OTBETY Mo OMneTy - 15 MUHYT.
3ayeT NpoOBOAMTCHA B KOMMBLIOTEPHOM Knacce.

6. YYEBHO-METOAUYECKOE U UH®OPMALIMOHHOE OBECMNEYEHUE OUCLUUMIUHDbI
6.1 YuebHas nutepartypa

ABTOp | 3arnasue | MN3paTenbcTBO [og uspaHua | Ccblinka

6.1.1 OcHoBHas y4ye6Has nuTepaTypa

cocCT., Kupkonyn, |IHbopmaumnoHHas BapHayn: Antaiickun http://www.iprbooksh
CkypblavHa, E. M. 6e3onacHoCTb rocyaapCTBEHHbIN 2017 0p.ru/102889.html

negarorm4eckuni
yHUBEepcuTeT
dopoysaH, b. A, [Kpuntorpadums n Mocksa: NHTepHeT- http://www.iprbooksh
BepnuHa, A. H. H6e3onacHocTb ceTen YHuBepcuteT 0p.ru/102017.html
MHdopMaumMOHHbIX 2021

TexHonorun (MHTYWUT),
An NMn Ap Meguna

Benoyc, A. N.,|OcHoBbI knbepbesonacHocTu. http://www.iprbooksh
Conogayxa, B. A. CraHgapTbl, KoHLienuuu, 0p.ru/108023.html
MeToAabl 7] cpeacteal Mocksa: TexHochepa 2021
obecneyeHus

6.1.2 lononHuTenbHas y4yebHas nutepartypa

domuH, . B. MHdopmaumnoHHas http://www.iprbooksh
6esonacHoCcTb M 3awmTa op.ru/77317.html
NHopmMaLuu:
cneumanuanpoBaHHble Capatos: By3oBckoe 2018
aTTECTOBaHHbIE obpasoBaHue

nporpamMmmHble ¥ NPoOrpaMmmHo
-annapaTHble cpeacTea




PeBHuBbIX, A. B. MHdopmauunoHHas A http://www.iprbooksh
6e3onacHocTb B MOCKBﬁéA:anM Ap 2021 op.ru/108227.htmi
opraHusaumsax A

6.2 MNMepe4yeHb npodeccuoHanbHbIX 6a3 AaHHbIX U1 UHPOPMALUOHHO-CMPABOYHbIX CUCTEM
OnekTpoHHO-6MbnmoTeyvHasa cuctema IPRbooks [OnekTpoHHbI pecypc]. URL: http://www.iprbookshop.ru/

URL: http://nizrp.narod.ru

URL: https://www.ibooks.ru/
MHdopmaumoHHasa cuctema «EgnMHoe okHO JocTyna K obpasoBaTtenbHbIM pecypcam. Pasgen. MHdopmaTuka n

NMHPOPMAaLMOHHbBIE TEXHONOMMMY» [ONEKTPOHHBIN pecypc].

OnekTpoHHas 6mubnuoTeka BLUTS CIMB MYMNT[ [OneKkTpoHHbIA pecypc).
OneKkTpoHHO-6MGnMoTeyHasa cuctema «ANByKC» [ONEeKTPOHHbIN pecypc].

6.3 MNepe4yeHb NMLEH3UOHHOIO U CBO6OAHO pacnpocTpaHAeMoro NporpamMmmMHoro obecneyeHus
Microsoftwindows 8
MicrosoftOfficeProfessional 2013

6.4 OnucaHue MaTepuanbHO-TeXHMYEeCKon 6a3bl, Heo6XxoAMMON Ans ocyllecTBlIeHUs obpa3oBaTeNnbLHOro
npouecca no AucCUUNIInHe

AyanTtopus OcHalleHune

MynbTuMeauiiHoe obopyaoBaHue, crneumannsnposaHHas Mebenb, Aocka
JlekumoHHas Y A pyA H P A
ayautopus

KomnbloTepHbIN Knacc

MynbTumeguinHoe oGopynoBaHMEe, KOMMbOTEPHAs TEXHUKA C BO3MOXHOCTbI MOAKITOYEHUS K
B ONEKTPOHHYI0  MH(OPMaLMOHHO-

cetm  «UHTepHeT»
obpasoBaTenbHyo cpeay

obecneyeHnem aoctyna




